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CENTRAL INTELLIGENCE AGENCY JS 2/h 


WASHINGTON, D.C. 20505 


23 MAR 1983 ‘ 


Mr. Arthur E. Fajans 

Acting Director of Information Security 

Office of the Deputy Under Secretary 
of Defense for Policy 

Room 3C260 

The Pentagon 

Washington, D.C. 20301 


Dear Art: 


Enclosed are the "Guidelines for Identifying and Handling CIA 
Information During Declassification Review of Records from the Period 
1946-54", which were written for the use of personnel at the National 
Archives as required by Section 3.3(a) of Executive Order 12356 and 
Section 2001 (c) (3) (i) of Information Security Oversight Office Directive 
Number 1. They supersede the "Central Intelligence Agency Systematic Review 
Guidelines" signed by Director Stansfield Turner which were issued 
Pursuant to Executive Order 12065 and forwarded to the Archivist of the 
United States under a letter of 5 June 1979. Previously issued guidelines 
covering the records of the Office of Strategic Services (OSS), material 
of the Foreign Broadcast Information Service (FBIS), and the Foreign 
Documents Division (FDD) remain in effect but will be reviewed and 
considered for revision as necessary. 


Sincerely, 
/s/ 25X1 


Director of Information Services 
Directorate of Administration 
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GUIDELINES ‘FOR IDENTIFYING AND HANDLING CIA INFORMATION 
DURING DECLASSIFICATION REVIEW OF RECORDS FROM THE PERIOD 1946-54 


INTRODUCTION 


This guideline will serve as the basis for identifying and handling 
information which was originated between 1946 and 1954 by the CIA or one of 
its predecessor organizations, or is information from that period which falls 
under CIA jurisdiction. This guideline provides no authority to declassify 
information. Its purpose is to provide background and general descriptions 
intended to aid declassification review personnel to identify CIA material 
that may be found in the records of other agencies. When such material is 
found it must be reviewed for declassification by CIA personnel. This is 
necessary because an intelligence agency has special security problems. 

All components of an intelligence agency are either directly involved in 
clandestine work, provide support to elements that are engaged in clandestine 
work, or are involved in processing clandestinely acquired information into a 
finished intelligence product. Whatever their role, there is an interrela- 
tionship among these elements which makes them all sensitive to one degree 

or another and an exposure in one can lead to an exposure in another. It 
requires a thorough understanding of these components and their interrela- 
tionships to assess the degree of sensitivity of information relating to 
intelligence matters and pass credible judgment on its classification status. (U) 


The inherent sensitivity of intelligence organizations is attested to by 
the fact that no other nation allows, let alone requires, its intelligence 
organization to make its records public except after a minimum of 30 years 
and then sources and methods are sti i j i 
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~ BACKGROUND 


During the years 1946 to 1954, U.S. intelligence was passing through a 
transitional period. The Office of Strategic Services (OSS), which played 
the major U.S. intelligence role during WWII, was disbanded on 1 October 1945. 
It was succeeded by the Strategic Services Unit (SSU) which existed for one 
year. The records of the OSS and the SSU reflect a wartime context, being 
Staffed with military personnel and putting emphasis on "hot war" activities 
related to the achievement of military objectives. On 22 January 1946 the 
Central Intelligence Group (CIG) was created and began to take in more 
Civilians while it succeeded in absorbing the SSU by the end of October 1946. 
The CIG in turn was replaced by the CIA on 18 September 1947. The CIA was 
created as a civilian organization and remains one today. (U) 25X1 
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The world environment also was in transition: from wartime, to peacetime, 
then very quickly into a "cold war," followed after a few years with hostilities 
in Korea, 1950-54. Intelligence activities during the period 1946-54 were not 
of wartime nature but they continued to have a strong paramilitary cast. 
Considerable resources were devoted to special activities aimed at strengthen- 
ing the West and weakening the East through various kinds of direct action 
operations. Measures were undertaken to prepare for a "hot war" situation. 
Refugee and especially defector debriefings were an important source of 
intelligence information although classical intelligence collection operations 
were not ignored. Throughout this period the "iron curtain" between the West 
and East proved very difficult for our relatively young intelligence agencies 
to penetrate, and it restricted the flow of even overt information to the 
West. That forced collection efforts into many unlikely areas which normally 
would be considered overt. (U) 


During this period, CIA and the other U.S. national security agencies 
were learning to coordinate their intelligence activities and were developing 
channels among themselves and with other U.S. government agencies to get 
administrative and operational support. Because intelligence a encies must 
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NARS Identify Unclassified Information Concerning Intelligence Sources and 


Methods). (C) 


The identification of intelligence related documents and information can 
be very difficult, and one purpose of this guideline is to assist the records 
reviewer in identifying records that relate to intelligence and, more 
specifically, to CIA. When files are encountered that relate to CIA, or 
relate to intelligence matters, but the specific organization cannot be 
determined, they should be given to CIA for declassification review. (U) 


GENERAL GUIDELINE 


For the purpose of identifying information relating to CIA we may break 
down its activities into four major areas: Plans and Policies; Collection; 
Processing and Analysis; and Production and Dissemination. Following is a 
brief general description of each of these areas intended to serve as a 
framework within which to identify CIA intelligence related information. (JU) 
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Plans and Policies - Overall guidance to the intelligence 
community comes from the National Security Council (NSC). Many 
intelligence activities, particularly special activities, are 
initiated by the NSC or by presidential commissions such as the 
Psychological Strategy Board (PSB) or the Operations Coordinating 
Board (OCB). Several agencies may be involved in discussing and 
eventually adopting and formulating such guidance and the record 
of such collective activities may be held by all the participating 
agencies. The implementation of such plans must be coordinated at 
all levels and with the many types-of units. This broad involvement 
will be documented and that record will be found somewhere in the 
files of the participating agencies. At the NSC level planning 
papers often do not indicate the source of the specific information 
used. In such a document if an intelligence matter is involved and 
it is not possible to identify the specific agency or department 
responsible for the information, CIA would like to have the 
opportunity to review that material. Classified planning and 
policy records relating to intelligence activities normally will 
require protection for long periods of time because (1) they 
officially confirm U.S. involvement and preclude the use of plausible 
denial and, (2) might provide details which could compromise 
intelligence sources and methods. (C) 


- Collection - The acquisition of intelligence information by 
all methods both human and technical. This involves the 
development, placement, and exploitation of sources that can 
obtain the intelligence information that our government needs. 

The protection of these intelligence sources is paramount to 
preserve the flow of intelligence information, to prevent disruption 
in our foreign relations, to protect those persons and organizations 
who risk themselves on our behalf, to protect our national 
investment in costly projects and technical devices, and to prevent 
the targeted persons and countries from becoming aware of our 
intelligence efforts and degree of success so they will not take 
actions to nullify the results obtained or take aggressive 
countermeasures detrimental to our national security. (U) 
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While it is generally known, and therefore unclassified, that 
CIA conducts intelligence operations around the world, the details 
and specifics remain classified. The CIA's covert presence abroad 
is made possible by the use of cover, and to maintain that cover 
the U.S. government cannot acknowledge that a specific CIA 
presence exists abroad. It is also important to protect friends 
and allies and to avoid frictions in our foreign relations by not 
' disclosing details of our presence in specific countries or of our 
liaison relationships with foreign intelligence and security 
services. Director of Central Intelligence Directive (DCID) 
Security Classification Guidance on Liaison Relationships With 
Foreign Intelligence Organizations and Foreign Security Services, 
effective 18 January 1982, (Attachment A), states that the fact of 
intelligence cooperation between the U.S. and a specific governmental 
component in an allied country, or general description of the nature 
of intelligence cooperation between the U.S. and one of these 
components is classified CONFIDENTIAL unless a higher classification 
or no classification has been specified by mutual agreement with the 
government or organization concerned. Finally, intelligence agency 
elements are stationed abroad to obtain and report information. 
Collections of their raw field reports can reveal a great deal about 
the organization that produced them. Therefore, all raw, unevaluated, 
field intelligence reports dated 1 January 1946 or later are 
withheld from automatic declassification under the authority of a 
letter from the DCI to the Archivist of the U.S. dated 16 October 1978 
which was approved by the Archivist. (U) 


Technical Collection - CIA is responsibile for the clandestine 
technical collection for the intelligence community - as distinct 
from overt technical collection, which is the responsibility of the 
Department of Defense. 
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Generally, 
ving the research and development, procurement, 
transportation, storage, location, and use of this equipment by the 
Agency, and its success or lack of it in collecting the required 
data, is classified. Certain codeword controls often apply to such 
information and could also serve as a key to identifying intelligence 
collected in a technical manner. (C) 


' Processing and Analysis - Processing is the conversion of 
technical data into information useful to the intelligence analyst. 
An example would be the development of film from overhead 
reconnaissance, and its examination and reporting by photo interpreters. 
Since most of this conversion falls under the heading of 
"intelligence methods", the process and technical parameters are 
always classified, with the most highly classified information 
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being about the degree of success of the system and data which, if 
divulged, would aid in the development of countermeasures t 
negate collection. (U) 


25X1 
Analysis is generally known and understood as the collation 
and processing of raw data from many different sources to find the 
solution to some question confronting our policy makers. . There are 
many specific techniques that will be classified. The weighing and 
establishing of priorities for collection data and its use in 
estimating foreign capabilities and intentions is an intellectual 
process used by all analysts. 25X1 
25X1 
25X1 


ce again, tnis will result in documents of interest to CIA being 
found in many files within and outside the intelligence community, 
and review of these classified records from joint activities must 
be coordinated with all the agencies involved. (C) 


_ Production and Dissemination - The basic informational end 
product of an intelligence service is the finished intelligence 
report. It results from the collation, analysis, and evaluation 
of information available on a particular subject from all sources 
both overt and covert. (Attachment B is a list of many of the 
finished intelligence products that were published and disseminated 
by CIA during the period 1946-54.) Most finished intelligence 
reports are classified. Many of them include information from 
other U.S. government agencies or from foreign governments. This 
means that classification review must be coordinated with other 
interested elements before the information can be downgraded or 
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declassified. In some cases the titles of intelligence reports 
may be sensitive and require careful handling. Also, these 
publications receive very wide distribution throughout the U.S. 
government and therefore will be found in considerable numbers and 
in a variety of files not only in the records of intelligence and 
national security agencies but other U.S. government agencies as 
well. (U) 


The processing and analysis of raw intelligence information 
serves to some degree to protect the source of the information. 
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As noted above, information that CIA is responsible for may appear in 
documents which are not clearly discernible as CIA-originated, or in documents 
originated by other agencies. This makes the identification of CIA involvement 
very difficult. As a bottom line, we request reviewers to coordinate with CIA 
any information in any document bearing on, or suspected of bearing on, any of 
the topics discussed in this paper. Queries should be directed to the 
Classification Review Division, Office of Information Services, Directorate for 
Administration, CIA, Washington, D.C. 20505, or telephone [  ) 25X11 


Attachments: 
A. DCID 
B. CIA INTELLIGENCE PUBLICATIONS PRODUCED 
DURING THE PERIOD 1946-54 
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SECURITY CLASSIFICATION GUIDANCE ON LIAISON RELATIONSHIPS 
WITH FOREIGN INTELLIGENCE ORGANIZATIONS AND FOREIGN 
SECURITY SERVICES 


(Effective 18 January 1982) 


Pursuant to Section 102 of the National Security Act of 1947, Executive Order 
12333, and Executive Order 12065, the following is established as security 
classification guidance to representatives of U.S. departments, agencies and military 
commands who conduct, supervise or coordinate intelligence liaison with foreign 
intelligence and security services and international organization. 


1. The fact of broad, general intelligence cooperation with a country or group of 
countries with which the United States maintains formal military alliances or 
agreements (e.g., NATO) is unclassified. 


2. The fact of intelligence cooperation between the United States and a specific 
governmental component in an allied country (see | above), or general description of 
the nature of intelligence cooperation between the United States and one of the 
foregoing parties is classified Confidential unless a’ higher classification or no 
classification is specified by mutual agreement with the government or organization 
concerned. 


3. The fact of intelligence cooperation between the United States and specifically 
named foreign countries and governmental components thereof with which the 
United States is not allied is classified Secret unless a different classification is 
mutually agreed upon. 


4. Details of or specifics concerning any intelligence liaison or exchange agreement 
will be classified according to content. 


5. The identities (including name or title) of foreign governmental or military 
personnel who provide intelligence pursuant to such agreements or liaison 
relationships will be protected at the same level of classification which applies to the 
fact of the intelligence cooperation, or at such different level as may be mutually 
agreed upon. 


6. Information classified in accordance with paragraphs 2, 3, 4 and 5 above shall 
not be released to any component of either a foreign government or an international 
organization without the mutual agreement of the originating parties. 


7. Information classified in accordance with this guidance shall be protected as 
specified in applicable Executive Orders and may be declassified only in accordance 
with the mutual desires of the United States and the foreign government or 
international organization whose interests are involved. 


8. This directive does not apply to any liaison relationship that is concerned with 
USS. internal security functions, or with criminal or disciplinary matters that are not 
directly related to foreign intelligence. 


' This directive supersedes DCID 1/10 effective 18 May 1976. Nothing in this directive shall supersede 
25X1 the guidance provided in 


William J. Casey 
Director of Gentral Intelligence 
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CIA INTELLIGENCE PUBLICATIONS PROLUCLU 
DURING THE PERIOD 3945-54 


ALL CLASSIFIED SSU, CIG, AND CIA INTELLIGENCE REPORTS SHOULD Bl REFERRED PO CLA. 
rr ba tte SURO Jae B ie ore a Ki ae nc ce ee en ecu eae ae 
ALL UNIDENTIFIED CLASSIFIED INTELLIGENCE PUBLICATIONS SHOULD bl REPERRED TO. CLA. 


The following is a list of CIA finished intelligence publications that 
were produced and disseminated throughout the government during the period 
1946-54. Copies may be found in the records holdings of any pyovernment 
agency that had need of, or use for, foreign intelligence. ‘The titles of the 


sheets with a CIA letterhead #$dbo, and document number. In certain cases, 
taiging only the document title was substituted, or 
the CIA cover sheet was removed, for security or other reasons. This listing 
is as complete as current institutional memory van make it but there may be 
other series found in government files. As experience reveals udditionstt 
publications that are, or could be attributable to CIA, they should be 
forwarded to the Classification Review Division, (fice of Information 
Services, Directorate of Administration, CIA, basiineton, PoC. 2O505, 


of facts about a specific country, published by section, with 
contributions from all members of the intelligence conmunity: Csi. 
USSR: Agriculture, Bolivia: Naval FOLGE Cte. “Mig aeik tons were 
published as completed, and some Section© ter: updated several 
times before the provram ended. The NIS's: succeeded the JAX. 3 
reports, a Similar scries published durin: Wortd War lL oe oa Joins 
Aum -Navy team. 


National Intelligence Surveys (NIS) - Uncyslopedic conpend ite: 


National Intelligence Estimate (NIE) Produced snd 
coordinated during this perio by the Office or National Hstimates, 
CIA, on behalf of the Intelligence Advisory Conmittee (LAC) (later 
the United States Intelligence Board (USIK)), with cont ributions 
from all members of the intelligence community. NI ts cover Jong 
term problems or Situations, and project pelrov analysis into the 
future, 


S. Originate! the sane way as the 
NIE's, except that. they are spot reports covering immediate 
problems or crises, 


Special National Intelligence Estimates (SNIE) - oripinally 
call 8, later ca! 


Current Intelligence Bulletin (CIB) ~ Briel reports dierting 
the intelligence ¢ y and senior policy officials to world 
events of particular interest. Published daily by the Office of 
Current Intelligence and given wide distribution, 


‘ ie 
Current Intelligence Digest. (CID) - a briefer, less: Corinad 
version of the CTS, = 
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(C1S), and its codeword version, 

exe eview (CIWR) - longer, more 
complete documents and &rtjcles on current problem areas - published 
weekly. Often had one or more annexes which gave a fuller treatment 
to one specific problem, The annexes were sometimes published 
separately. 


Current S rt Memos and Qurrent Support Briefs - low level 
monographs on economic subjects of current ivterest. Published 
perivdically by the Current Support Staff of the Office of Research 
and Reports. Some items were codeword. 


ESAU Papers, 3 
Studies produced by the 


f 


Communism, SRS studig 


apers, and POLO fa OTS = WOre) Stat F 
@ior Research Staff on International 

fe detailed, scholarly reports on various 
aspects of internatioggivtgammism; e.g., the Sino-Sovict dispute 
on Party doctrine. tt Studies were’ published in series, by 
subject matter. Sometiies they were called projects. 


Studies in Intell ig me 
interest in inte Me ih 


Foreign Document Diyision (FDD) - Transtations ot foreign 
language articles from bc KS, magazines, wad periodicals of 
intelligence interest. these were Classified to protect the method 
of acquisition and/or the intelligence interest. During most of 
this period, the Foreign Document Division was part of the CIA, 
Office of Operations. Hence, many TDD translations appeared as 
Office of Operations [ __]reports. 


Consolidated Translation Survey - Louger reports by tbh which 
exploited numerous foréign language articles of intellivence interest 
for the latest information (often scientific, technicul, oF economic) 
on a single subject, @.g., Soviet electronics, Chinese Medicine, cic. 
These were all classified. 


Broadcast . ton | 

n five volumes” y (except Saturday and Saaday | by aren 
of the world, in both classified and unclassified versions. At 
that time, FB1D was subordinated to the Office of Opergtious. 


Radio Propaganda Ragiirts - produced by PBID's Radio Propaganda 
Branch. . These reports 'Saaty: aaa policies, and especial Ly 
policy changes, as evis a by their radio propaganda broadcasts. 
These were classified, 


tion Division Daily Report. (FBID) - 
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Vulnerability Series, Spot Reports. Radia Reaction Serics, 
aS her FBID report ing of information 


rom the exploit tion of forcig:: radio broadcasts. Yor 
example, because of the popularity of radio stations as a proniry 
target for coup plotters, first word of uphesvals in farcipn 
countries often came from these reports. Publ ished as necessary. 
These were classified. 


Biographic Intelligence Bulletin - 4 slert biography of a 
foreign personality apogaring in the news. If the person sas in 
the field of science, techir , or economies the bulletis would 
be produced by the Biographic Register Jn the CIA, AT this time 
biographies of political personalities were produced vy tus 
Biographic Information Division/INR/State Department. However, this 
responsibility was transferred to CLA in }061. Therefore political 
biographies, even those with a BID/State cover sheet, imust be seni 
to CIA for classification review. Biographic: of strictly military 
personalities were produced by the indivicual U.S. services and are 
now the responsibility of the Defense Intc}ligence Agence 


Biographic Refere ids - biographies of foreign personalities: 
grouped by a common inteyest, e.g. Soviet dectors attending a confercn 


Y 


in Italy, Chinese aircraft designers, etc. ‘All these were classifrad. 


uv 


OCR Reference Aids - The Graphics Register, Industrial Register, 
and Special Register of the Office of Central Reference iso 
produced reference aids in the fields of 1/1 fmand still photography, 
plant intelligence, and other non-biographic fields. 


Intelligence Publications Index (IPI) - a bibliographic aid 
which inlexed Classified Articles of intelligence interest from all 
U.S. government sources (including contractors) ant was disseminated 
throughout the intelligence community. ‘thee were classified, 


Published monthly and cumulated semi-annmu:) ty. 


STAT 


Intelligence Reports ~ title usually pecceded by the subject 

matter, nce, Economic Intelligence Reports, Scientific Inteldieonce 
Reports, Geo fgence Reports, Photographic IntelTigenc: 

5X1 Reports, | __ ZZ a  monaraphs predy od 
by the Intelligen ivecrorate, CYA, or eic of its constituent oftice . 
periodically. Classified and disseminated s cording to sebyert imation, 
but usually single subjects. 

Intelligence Memoranda - also preceded by aghe subfect in the bitte, 

as Scientific Intelligefice Memorandum - shieitor than ceportis, and uvidhly 

with less research and ¢toox tion. Classified und puciishel as 

the occasion warranted. 
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